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The UAE Cyber Security Council has observed that Zoom recently released security updates to patch 
multiple vulnerabilities in its products. 

 
 
 

Zoom has released security updates to address multiple vulnerabilities affecting various Zoom 
products. These vulnerabilities range from Medium to Critical in severity and could be exploited by 
attackers to gain unauthorized access, escalate privileges, or execute arbitrary code on affected 
systems. 

CVE Severity Description 
CVE-2024-24691 Critical Zoom Desktop Client for Windows, Zoom VDI Client for Windows, 

and Zoom Meeting SDK for Windows - Improper Input Validation 
CVE-2024-24697 High Zoom Clients - Untrusted Search Path 
CVE-2024-24690 Medium Zoom Clients - Improper Input Validation 
CVE-2024-24699 Medium Zoom Clients - Business Logic Error 
CVE-2024-24698 Medium Zoom Clients - Improper Authentication 
CVE-2024-24696 Medium Zoom Desktop Client for Windows, Zoom VDI Client for Windows, 

and Zoom Meeting SDK for Windows - Improper Input Validation 
CVE-2024-24695 Medium Zoom Desktop Client for Windows, Zoom VDI Client for Windows, 

and Zoom Meeting SDK for Windows - Improper Input Validation 
 

Affected Products and Versions: 
• Zoom Desktop Client for Windows before version 5.17.0 
• Zoom VDI Client for Windows before version 5.17.5 (excluding 5.15.15 and 5.16.12) 
• Zoom Meeting SDK for Windows before version 5.17.0 
• Zoom Rooms Client for Windows before version 5.17.0 
• Zoom Desktop Client for macOS before version 5.17.0 
• Zoom Desktop Client for Linux before version 5.17.0 
• Zoom Mobile App for Android before version 5.17.0 
• Zoom Mobile App for iOS before version 5.17.0 
• Zoom Meeting SDKs before version 5.17.0 
• Zoom Rooms Clients before version 5.17.0 

 
 
 

The UAE Cyber Security Council recommends updating Zoom to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings. 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

1. https://www.zoom.com/en/trust/security-bulletin/ 
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