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The UAE Cyber Security Council has observed a critical security vulnerability has been identified in 
Smart IP Ban module for Drupal, allowing a malicious user to view and modify the settings. 

 
 
 

The Smart IP Ban module is used to automatically block IP addresses that have too many failed login 
attempts. The issue lies in how the module protects access to certain configuration pages. A malicious 
user could potentially exploit this vulnerability to view and modify the settings of the Smart IP Ban 
module itself.  
 
The security advisory considers this issue to be critical. This means it's a serious vulnerability that 
could be exploited by attackers to gain unauthorized access or control over your Drupal website. 
 
Fixed Version: 

• Smart IP Ban 7.x-1.1 
 

 
 

 
The UAE Cyber Security Council recommends to install the fixed version at the earliest. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://www.drupal.org/sa-contrib-2024-041 
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