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The UAE Cyber Security Council has observed Progress Software released a security advisory to 
address multiple critical vulnerabilities in WhatsUp Gold which could expose systems to significant 
security risks. 
 
 

 
Progress Software has announced the discovery of six critical vulnerabilities in its widely used 
network monitoring application, WhatsUp Gold, affecting all versions below 24.0.1. These 
vulnerabilities pose significant risks, potentially allowing unauthorized access and control over 
network infrastructure. Organizations relying on WhatsUp Gold for monitoring server uptime and 
service availability are urged to take immediate action to mitigate these risks by upgrading to the 
latest version. 

 
CVE Identifiers and Severity Scores:  

• CVE-2024-46908: CVSS Score 8.8 
• CVE-2024-46907: CVSS Score 8.8 
• CVE-2024-46906: CVSS Score 8.8 
• CVE-2024-46905: CVSS Score 8.8 
• CVE-2024-46909: CVSS Score 9.8 
• CVE-2024-8785: CVSS Score 9.8 

 
Affected Versions: 

• All Progress Software WhatsUp Gold versions below 24.0.1 are affected. 
 

Fixed Versions: 
• WhatsUp Gold 24.0.1 or Higher. 

 
 
 
 

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by Progress. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://community.progress.com/s/article/WhatsUp-Gold-Security-Bulletin-September-

2024?popup=true 
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