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Critical Vulnerability in T| WooCommerce Wishlist plugin
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical vulnerability in the Tl WooCommerce Wishlist
plugin that could allow attackers to inject malicious code into the affected site, potentially leading to
data exfiltration, website defacement, or complete takeover.

TECHNICAL DETAILS:

Vulnerability Details:

e CVE-2024-43917

e CVSS Score: 9.3 (Critical)

e Acritical security vulnerability has been identified in the Tl WooCommerce Wishlist plugin,
affecting thousands of WordPress websites. This vulnerability allows unauthenticated
attackers to execute arbitrary SQL queries, potentially leading to complete site takeover.

e Successful exploitation of this vulnerability could allow attackers to:

o Access and manipulate sensitive data stored in the WordPress database

o Take over the website, potentially leading to defacement, data breaches, or other
malicious activities

o Compromise the website's security and reputation

Affected Versions:
e All versions of Tl WooCommerce Wishlist up to and including 2.8.2

RECOMMENDATIONS:

e Deactivate and Delete the Plugin: The most immediate and effective measure is to
deactivate and delete the TI WooCommerce Wishlist plugin from the WordPress
installation.

e Monitor for Updates: Keep an eye on the TI WooCommerce Wishlist plugin's official
repository or the WordPress Plugin Directory for a patched version. As soon as a patch
becomes available, update the plugin immediately.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://patchstack.com/articles/unpatched-sql-injection-vulnerability-in-ti-
woocommerce-wishlist-plugin/

https://www.csc.gov.ae/
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