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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a high severity security vulnerability has been
identified in Octopus Deploy Server, a leading continuous delivery platform.

TECHNICAL DETAILS:

A high severity security vulnerability (CVE-2024-9194) has been identified in Octopus Deploy
Server, a leading continuous delivery platform. This vulnerability, rated 8.7 on the CVSS scale, could
allow unauthorized access to sensitive database tables, potentially exposing confidential project data
and deployment configurations. The flaw stems from improper parameterization of data in the REST
AP], leaving it susceptible to SQL injection attacks.

Vulnerability Details:
e CVE-2024-9194
e CVSS Score: 8.7,High
e Type: SQL Injection
e Impact: Unauthorized access to sensitive database tables, potential exposure of
confidential project data and deployment configurations.

Affected Versions:
e All 2024.1.x versions before 2024.1.13038
e All 2024.2.x versions before 2024.2.9482
e All 2024.3.x versions before 2024.3.12766

Fixed Versions:
e Octopus Server version:2024.1.13038
e QOctopus Server version:2024.2.9482
e Octopus Server version:2024.3.12766

RECOMMENDATIONS:

o All users of affected versions of Octopus Server should upgrade to the latest patched versions
immediately.

e Disable Guest Feature: For organizations unable to immediately upgrade, it is recommended
to disable the “Guest” feature in Octopus Server as a temporary measure. However, this does
not fully protect against potential exploitation, and an upgrade should be completed as soon
as possible.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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e https://advisories.octopus.com/post/2024/sa2024-09/
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