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The UAE Cyber Security Council has observed that a significant security vulnerability has been 
discovered in the HP One Agent software, affecting various HP PC products.  
 
 

 
A significant security vulnerability has been discovered in the HP One Agent software, affecting 
various HP PC products. This vulnerability may allow attackers to escalate privileges on affected 
systems, potentially compromising system integrity and data security. HP has released software 
updates to address this issue, and it is critical for users to apply these updates promptly to mitigate 
risks. 
Vulnerability Details 

• Severity: High 
• CVE ID: CVE-2024-8733 
• Base Score: 8.0  
• Potential Impact: Escalation of Privilege 

 
Fixed Versions: 

• HP Application Enabling Software Driver version 1.70.3868.0, which bundles HP One Agent 
version 1.1.0.61524 or later. 

 
 

 
The UAE Cyber Security Council recommends to update HP One Agent to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
• https://support.hp.com/us-en/document/ish_11270215-11270239-16/hpsbhf03972 
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