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The UAE Cyber Security Council has observed that Apple has released security updates for its 
products. These updates include important bug fixes and address multiple vulnerabilities in iPhones 
and iPads. 
 

 
 
Apple has released security updates for its various products. These updates include important bug 
fixes and address the following vulnerabilities in iPhones and iPads. 

 
Vulnerability Details: 

• CVE-2024-44207: Audio messages in Messages may be able to capture a few seconds of 
audio before the microphone indicator is activated. This issue was addressed with 
improved checks. 

o Unauthorized audio recording could potentially compromise user privacy. 
• CVE-2024-44204: A user's saved passwords may be read aloud by VoiceOver. A logic issue 

was addressed with improved validation. 
o Unauthorized disclosure of saved passwords could lead to identity theft or 

unauthorized access to accounts. 
 

Software Updates Details: 

Update Version Available for 

iOS 18.0.1 and iPadOS 18.0.1  iPhone XS and later, iPad Pro 13-inch, iPad 
Pro 12.9-inch 3rd generation and later, iPad 
Pro 11-inch 1st generation and later, iPad Air 
3rd generation and later, iPad 7th generation 
and later, and iPad mini 5th generation and 
later 

macOS Sequoia 15.0.1 
This update has no published CVE entries. 

macOS Sequoia 

watchOS 11.0.1 
This update has no published CVE entries. 

Apple Watch Series 6 and later 

visionOS 2.0.1 
This update has no published CVE entries. 

Apple Vision Pro 

Safari 18.0.1 
This update has no published CVE entries. 

macOS Ventura and macOS Sonoma 

 
 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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The UAE Cyber Security Council recommends applying the security updates recently released by 
Apple. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
• https://support.apple.com/en-us/100100 
• https://support.apple.com/en-us/121373 

RECOMMENDATIONS: 

REFERENCES: 


