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The UAE Cyber Security Council has observed a high-severity vulnerability in HP Hotkey Support 
software that could be exploited to gain unauthorized access to affected systems. 
 

 
 

Vulnerability Details: 
• CVE-2024-27458  
• CVSS Score: 8.8  
• Severity: High  
• A potential security vulnerability has been identified in HP Hotkey Support software, which 

might allow local escalation of privilege. This means that a local user with limited privileges 
could potentially gain elevated access to the system, potentially compromising sensitive data 
or executing unauthorized actions. 

 
Fixed Versions: 

• HP Hotkey Support 8.10.42.190 or later 
 
 

 
The UAE Cyber Security Council recommends to update HP Hotkey Support to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
• https://support.hp.com/us-en/document/ish_11342101-11342130-16/hpsbhf03977 
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