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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Drupal has released security updates to address a
cross-site scripting vulnerability in the Facets module.

TECHNICAL DETAILS:
Vulnerability Details:

e SA-CONTRIB-2024-047

e Security risk: Critical

e The Facets module, which allows for easy creation and management of faceted search
interfaces, contains a reflected cross-site scripting (XSS) vulnerability. This vulnerability
arises due to insufficient filtering of malicious script, potentially leading to unauthorized
access or data theft.

e The vulnerability is present in the Facets Summary submodule.

o Affected versions: All versions prior to 2.0.9

e Fixed Versions: Facets 2.0.9 or later

RECOMMENDATIONS:

The UAE Cyber Security Council recommends upgrading the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.drupal.org/sa-contrib-2024-047

https://www.csc.gov.ae/
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