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The UAE Cyber Security Council has observed Progress Software has identified a critical vulnerability 
in the Telerik Report Server, which could allow attackers to execute arbitrary code on affected 
systems.  
 
 

 
Progress Software has identified a critical vulnerability (CVE-2024-8015) in the Telerik Report 
Server, which could allow attackers to execute arbitrary code on affected systems.  
 
Critical Severity Vulnerability: 

• CVE ID: CVE-2024-8015 
• Severity: Critical (CVSS 9.1) 
• A remote code execution attack is possible through object injection via an insecure type 

resolution vulnerability.  
• Affected Versions: 2024 Q3 (10.2.24.806) or earlier 
• Fixed Versions: 2024 Q3 (10.2.24.924) 

 
Mitigation: 

• Change Report Server’s Application Pool user to one with limited permissions. 
 
 
 
• Update Telerik Report Server to fixed version as soon as possible. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
 
• https://docs.telerik.com/report-server/knowledge-base/insecure-type-resolution-cve-

2024-8015 
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