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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Mozilla has released security updates to address
a high-severity vulnerability in the Firefox browser.

TECHNICAL DETAILS:

Mozilla has released security updates to address a high-severity vulnerability in the Firefox browser.
This vulnerability, identified as CVE-2024-9936, could potentially allow an attacker to execute
malicious code on a user's system.

Vulnerability Details:
e CVE-2024-9936: Undefined behavior in selection node cache
e An attacker could potentially exploit this vulnerability to cause unexpected behavior or
crashes in the Firefox browser, potentially leading to the execution of malicious code.

Affected Versions:
e Firefox versions prior to 131.0.3

Fixed Versions:
e Firefox 131.0.3 and later

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Mozilla.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.mozilla.org/en-US/security/advisories/mfsa2024-53/
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