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ADVISORY

multiple high-severity vulnerabilities in its products.

TECHNICAL DETAILS:

Atlassian has released security updates to address multiple vulnerabilities in Bitbucket, Confluence,
and Jira Service Management Data Center and Server products. These vulnerabilities could be
exploited by attackers to gain unauthorized access to systems, steal data, or disrupt operations.

Vulnerabilities Details:
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Atlassian has released security updates to address

com.google.protobuf:protobuf-java Dependency in Jira
Service Management Data Center and Server

Bundled JRE Dependency in Bitbucket Data Center and CVE-2024-21147 7.4 High
Server

Stored XSS in Confluence Data Center and Server CVE-2024-4367 8.1 High
ReDoS (Regular Expression Denial of Service) moment CVE-2022-31129 7.5 High
Dependency in Confluence Data Center and Server

Directory Traversal moment Dependency in Confluence CVE-2022-24785 7.5 High
Data Center and Server

DoS (Denial of Service) org.apache.commons:commons- CVE-2024-29131 7.3 High
configuration2 Dependency in Confluence Data Center

and Server

Stack-based Buffer Overflow CVE-2024-7254 7.5 High

Affected Versions:

Bitbucket Data Center and Server
e 920
e 8.19.0t08.19.9 (LTS)
e 89.0t08.9.19 (LTS)

Confluence Data Center and Server
e 89.0t089.2

8.8.0to 8.8.1

8.7.1t08.7.2

8.6.0t0 8.6.2

8.5.0 to 8.5.10 (LTS)

8.4.0 to 8.4.5

8.3.0to0 8.3.4

8.2.0t08.2.3

8.1.0 to 8.1.4

8.0.0 to 8.0.4

7.20.1to0 7.20.3

7.19.3 to 7.19.25 (LTS)
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Jira Service Management Data Center and Server
10.0.0 to 10.0.1
5.17.0to 5.17.3
5.16.0 to 5.16.1
5.15.2
5.14.0to 5.14.1
5.13.0t0 5.13.1
5.12.0 to 5.12.13 (LTS)

Fixed Versions:

Bitbucket Data Center and Server
e 9.2.1 Data Center Only
e 8.19.10 (LTS) recommended Data Center Only
e 8.9.20 (LTS)

Confluence Data Center and Server
e 8.9.3t08.9.7 Data Center Only
e 85.11t08.5.16 (LTS) recommended
e 7.19.26t0 7.19.28 (LTS)

Jira Service Management Data Center and Server
e 10.1.1 Data Center Only
e 5.17.4 Data Center Only
5.12.14 (LTS) recommended

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by Atlassian.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://confluence.atlassian.com/security/security-bulletin-october-15-2024-
144291097 2.html
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