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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Oracle released its Critical Patch Update (CPU),
addressing multiple vulnerabilities in various products.

TECHNICAL DETAILS:

Oracle released its Critical Patch Update (CPU), addressing 198 CVEs through 334 security updates
across 28 product families. This update is significant as it includes 35 critical patches, representing
10.5% of the total updates. High-severity patches account for 44.6%, while medium-severity patches
make up 39.5%.

Product Family Impact:

The following table outlines the number of patches per product family and the vulnerabilities that
can be exploited remotely without authentication, detailed list of CVE-IDs and Impact is available
here.

Oracle Commerce 100 81
Oracle Hyperion 45 12
Oracle Financial Services

Applications 32 25
Oracle E-Business Suite 20 15
Oracle Communications

Applications 18 1
Other Families Various Various

RECOMMENDATIONS:

The UAE Cyber Security Council recommends organizations should prioritize applying all relevant
patches from the October 2024 CPU.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.oracle.com/security-alerts/cpuoct2024.html
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