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The UAE Cyber Security Council has observed that Google has released security updates to address 
multiple vulnerabilities in the Chrome browser. 
 
 

 
Google has released security updates to address multiple vulnerabilities in the Google Chrome 
browser.  
 
Vulnerabilities Details: 

• High CVE-2024-10229: Inappropriate implementation in Extensions in Google Chrome 
prior to 130.0.6723.69 allowed a remote attacker to bypass site isolation via a crafted 
Chrome Extension 

• High CVE-2024-10230: Type Confusion in V8 in Google Chrome prior to 130.0.6723.69 
allowed a remote attacker to potentially exploit heap corruption via a crafted HTML page. 

• High CVE-2024-10231: Type Confusion in V8 in Google Chrome prior to 130.0.6723.69 
allowed a remote attacker to potentially exploit heap corruption via a crafted HTML page.  

 
Fixed Versions: 

• Stable Channel Update for Desktop 
o 130.0.6723.69/.70 for Windows, Mac and 130.0.6723.69 for Linux 

• The Extended Stable channel has been updated to 130.0.6723.70 for Windows and Mac 
• Chrome 130 (130.0.6723.73) for Android  

 
 

 
 
The UAE Cyber Security Council recommends to update Google Chrome to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 
• https://chromereleases.googleblog.com/2024/10/ 
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