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The UAE Cyber Security Council has observed Huawei has released November monthly security 
update for its HarmonyOS and EMUI operating systems. 
 
 

HUAWEI has issued its monthly security update for flagship models, which includes essential patches 
for both HUAWEI software and third-party libraries. This update addresses several vulnerabilities, 
including critical ones that affect HUAWEI phones and tablets. 

Notable Vulnerabilities Addressed: 

HUAWEI Security Patches: 

CVE 
Vulnerability 
Description 

Impact Severity Affected Version 

CVE-2024-
51526 

Permission control 
vulnerability in the 
hidebug module 

Successful 
exploitation of 
this vulnerability 
may affect 
service 
confidentiality. 

Critical HarmonyOS5.0.0 

CVE-2024-
51523 

Information 
management 
vulnerability in the 
Gallery module 

Successful 
exploitation of 
this vulnerability 
may affect 
service 
confidentiality. 

High HarmonyOS5.0.0 

CVE-2024-
51525 

Permission control 
vulnerability in the 
clipboard module 

Successful 
exploitation of 
this vulnerability 
may affect 
service 
confidentiality. 

High HarmonyOS5.0.0 

Third-Party Library Patches: 

CVE Severity Affected Version 

CVE-2024-43892 Critical HarmonyOS 5.0.0 
CVE-2024-42312 Critical HarmonyOS 5.0.0 
CVE-2024-40673 High HarmonyOS 4.2.0, 4.0.0, EMUI 

14.0.0 

TECHNICAL DETAILS: 

EXECUTIVE SUMMARY: 
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The UAE Cyber Security Council recommends to install the updates released by Huawei. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings. 
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
 
• https://consumer.huawei.com/en/support/bulletin/2024/11/ 

RECOMMENDATIONS: 

REFERENCES: 


