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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical vulnerability has been discovered in the Basic
HTTP Authentication module for Drupal, that allows an attacker to bypass access restrictions
imposed by the module, potentially exposing sensitive content or resources.

TECHNICAL DETAILS:

A critical vulnerability has been discovered in the Basic HTTP Authentication module for Drupal,
identified as SA-CONTRIB-2024-057. This flaw allows an attacker to bypass access restrictions
imposed by the module, potentially exposing sensitive content or resources. The vulnerability arises
when the module inadvertently removes existing access checks from certain paths, leading to an
access bypass condition.

e Vulnerability Type: Access Bypass
Project: Basic HTTP Authentication module for Drupal
Security Risk: Critical (16/25)
Affected Version: Drupal 7.x versions prior to 7.x-1.4
Fixed Version: Basic Authentication 7.x-1.4

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.drupal.org/sa-contrib-2024-057

https://www.csc.gov.ae
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