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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that SAP has released security updates to address
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

SAP has released 8 new Security Notes addressing multiple vulnerabilities in various SAP products.
Additionally, 2 previously released Security Notes have been updated. Successful exploitation of
these vulnerabilities could lead to severe consequences, including unauthorized access, data theft,
system crashes, and denial of service on affected systems.

High Priority Vulnerabilities:
e (CVE-2024-47590: Cross-Site Scripting (XSS) in SAP Web Dispatcher
e (CVE-2024-39592: Missing Authorization Check in SAP PDCE
Medium Priority Vulnerabilities:
e (CVE-2024-42372: Missing Authorization Check in SAP NetWeaver AS Java (System
Landscape Directory)
e (CVE-2024-47595: Local Privilege Escalation in SAP Host Agent
e (CVE-2024-47592: Information Disclosure in SAP NetWeaver AS Java (Logon Application)
e (CVE-2024-47586: NULL Pointer Dereference in SAP NetWeaver AS ABAP and ABAP
Platform
e (CVE-2024-47588: Information Disclosure in SAP NetWeaver Java (Software Update
Manager)
e (CVE-2024-47593: Information Disclosure in SAP NetWeaver AS ABAP
Low Priority Vulnerabilities:
e (CVE-2024-47587: Missing Authorization Check in SAP Cash Management
e (CVE-2024-33000: Missing Authorization Check in SAP Bank Account Management

Note: Refer to SAP security Notes for affected versions and more information

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by SAP.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.sap.com/en/my-support/knowledge-base/security-notes-
news/november-2024.html

https://www.csc.gov.ae
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