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Multiple Vulnerabilities in HPE Telco IP Mediation Application
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed HPE has issued a security advisory for the HPE Telco
IP Mediation Application concerning multiple critical vulnerabilities.

TECHNICAL DETAILS:

Hewlett Packard Enterprise (HPE) has issued a security advisory for the HPE Telco IP Mediation
Application concerning multiple critical vulnerabilities affecting versions prior to 8.5.1. These
vulnerabilities expose systems to a range of risks, including unauthenticated arbitrary code
execution, Server-Side Request Forgery (SSRF), SQL injection, and denial of service (DoS) attacks.

Critical Vulnerabilities:
e (CVE-2019-20444, CVE-2019-20445 -9.1 Critical
e C(CVE-2024-1597-9.8 Critical
e (CVE-2024-28752-9.3 Critical

Fixed Versions:
e HPE IP Mediation 8.5.1 or later

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://supporthpe.com/hpesc/public/docDisplay?docld=hpesbnw04726en_us&docLocale
=en_US

https://www.csc.gov.ae
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