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The UAE Cyber Security Council has observed a SQL Injection vulnerability in ManageEngine ADAudit 
Plus that could be exploited to execute malicious code on affected systems. 
 
 

 
Vulnerability Details: 

• CVE-2024-49574 
• CVSS Score: 8.3 High 
• An SQL injection vulnerability has been identified in the reporting functionality of ADAudit 

Plus. This vulnerability could potentially allow an authenticated attacker to execute 
malicious SQL queries, leading to unauthorized access to sensitive data within the ADAudit 
Plus database.  

• Successful exploitation of this vulnerability could have severe consequences, including: 
o Data Exfiltration: Attackers could steal confidential information stored within the 

database. 
o Data Modification: Malicious actors could alter or delete critical data. 
o System Compromise: In some cases, attackers could gain unauthorized access to 

the underlying system. 
 
Affected Versions: 

• ManageEngine ADAudit Plus, versions prior to build 8123 
 
Fixed Versions: 

• ManageEngine ADAudit Plus build 8123 or later 
 
 
 

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions 
at the earliest. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 
• https://www.manageengine.com/products/active-directory-audit/cve-2024-49574.html 
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