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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a high severity Cross-Site Scripting (XSS) vulnerability
has been identified in the SolarWinds Platform.

TECHNICAL DETAILS:

A high severity Cross-Site Scripting (XSS) vulnerability (CVE-2024-45717) has been identified in the
SolarWinds Platform. This vulnerability affects the search and node information sections of the user
interface, enabling attackers to execute arbitrary scripts within the context of a user's browser. The
vulnerability requires authentication and user interaction to exploit, but if successfully executed, it
could lead to the theft of sensitive information, unauthorized actions, and a compromise of the
platform’s integrity.

Vulnerabilities Details:

e CVE Identifier: CVE-2024-45717
CVSS Score: 7.0 (High)
Vulnerability Type: Cross-Site Scripting (XSS)
Exploitability: Requires user authentication and interaction
Affected Devices: SolarWinds Platform 2024.4 and prior versions
Fixed Version: SolarWinds Platform 2024.4.1

RECOMMENDATIONS:
e Install the patched version of the platform immediately

e Audit User Access: Review and monitor user access privileges and ensure that only authorized
users have access to sensitive features, especially those with elevated privileges.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.solarwinds.com/trust-center/security-advisories/cve-2024-45717

https://www.csc.gov.ae
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