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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed multiple vulnerabilities in NetApp products that could
potentially be exploited to gain unauthorized access to affected systems.

TECHNICAL DETAILS:

Critical- Severity Vulnerabilities:
e (CVE-2024-26633 Linux Kernel Vulnerability
e (CVE-2024-11236 PHP Vulnerabilities

High-Severity Vulnerabilities:

e (CVE-2024-26882 Linux Kernel Vulnerability
CVE-2024-48948 Node.js Vulnerability
CVE-2024-0985 PostgreSQL Vulnerability
CVE-2019-17546 LibTIFF Vulnerability
CVE-2023-29403 Golang Vulnerability
CVE-2024-11233, CVE-2024-11234-PHP Vulnerabilities

Successful exploitation of these vulnerabilities could potentially lead to the disclosure of sensitive
information, denial-of-service conditions, elevation of user privileges, or unauthorized data
modification on affected systems.

Note: Refer to NetApp advisories for affected products, mitigations and more information.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the mitigation or workaround provided by
NetApp.

Apply Patches: As soon as patches or updates become available, apply them to all affected systems.
Prioritize applying patches for critical severity vulnerabilities.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

https://security.netapp.com/advisory/ntap-20241220-0001/
https://security.netapp.com/advisory/ntap-20241220-0002/
https://security.netapp.com/advisory/ntap-20241220-0004/
https://security.netapp.com/advisory/ntap-20241220-0005/
https://security.netapp.com/advisory/ntap-20241220-0007/
https://security.netapp.com/advisory/ntap-20241220-0008/
https://security.netapp.com/advisory/ntap-20241220-0009/
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https://nvd.nist.gov/vuln/detail/CVE-2024-11233

