At (¥ pulme

CYBER SECURITY COUNCIL

O

i

P eed| (et ul s
4 Mq

CYBER SECURITY COUNCIL ===

Security Updates - Ivanti Endpoint Manager Mobile (EPMM)
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Ivanti has released security updates to address a
high-severity vulnerability in Endpoint Manager Mobile (EPMM).

TECHNICAL DETAILS:

Ivanti has released security updates to addresses a high-severity vulnerability in Endpoint Manager
Mobile (EPMM). This vulnerability arises due to insecure permissions, allowing a local authenticated
attacker to modify sensitive application components. Exploitation could compromise the integrity
and functionality of the EPMM deployment.

Vulnerability Details:

e CVE-2024-7612

e CVSS Score: 8.8 (High)

e Insecure permissions in Ivanti EPMM versions prior to 12.1.0.4 allow a local authenticated
attacker to access or modify sensitive configuration files without proper authorization.

e This vulnerability could lead to severe security breaches, including unauthorized access to
critical systems, data theft, service disruptions, or further compromise of the affected Ivanti
EPMM installation

Affected Versions
e Ivanti EPMM (Core) versions 12.1.0.3 and prior

Fixed Versions:
e Ivanti EPMM (Core) 12.2+, 12.1.0.4 and 12.0.0.5

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-
EPMM-CVE-2024-7612?language=en_US

https://www.csc.gov.ae/
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