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Critical Vulnerabilities in Progress Software's WhatsUp Gold
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Progress Software Corporation has issued a critical
security bulletin for its WhatsUp Gold network monitoring software, to address multiple
vulnerabilities.

TECHNICAL DETAILS:

Progress Software Corporation has issued a critical security bulletin for its WhatsUp Gold network
monitoring software, revealing three high-severity vulnerabilities.

Vulnerabilities Details:

1. CVE-2024-12108 (CVSS 9.6,CRITICAL)
Description: Allows attackers to gain complete control of the WhatsUp Gold server via the
public APL.
Impact: Potential for full system compromise and unauthorized access to sensitive data.

2. CVE-2024-12106 (CVSS 9.4, CRITICAL)
Description: Enables unauthenticated attackers to configure LDAP settings.
Impact: Possible unauthorized access and potential for data breaches.

3. CVE-2024-12105 (CVSS 6.5,Medium)
Description: Allows authenticated users to extract sensitive information through specially
crafted HTTP requests.
Impact: Potential disclosure of sensitive system information.

Affected versions:
e WhatsUp Gold versions prior to 24.0.2.

Fixed Versions:
e  WhatsUp Gold versions 24.0.2

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to upgrade the affected versions to the fixed versions
at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://community.progress.com/s/article/WhatsUp-Gold-Security-Bulletin-December-
2024
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