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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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ADVISORY I
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that SAP has released security updates to address
vulnerabilities in several of its products.

TECHNICAL DETAILS:

SAP has released 14 new Security Notes on January 14, 2025, as part of its monthly Security Patch
Day. The patches address vulnerabilities in various SAP products and components.

Critical Vulnerabilities:
e CVE-2025-0070 (Note 3537476): Affects SAP NetWeaver ABAP Server and Platform.
Improper authentication may allow unauthorized access, posing a severe risk.
e CVE-2025-0066 (Note 3550708): Affects the Internet Communication Framework in SAP
NetWeaver AS ABAP, exposing sensitive information.

High Severity Vulnerabilities:
e SQL Injection vulnerability in SAP NetWeaver AS for ABAP and ABAP Platform (CVE-2025-
0063, CVSS 8.8)
e Multiple vulnerabilities in SAP BusinessObjects Business Intelligence Platform (CVE-2025-
0061 and CVE-2025-0060, CVSS 8.7)
e DLL Hijacking vulnerability in SAPSetup (CVE-2025-0069, CVSS 7.8)

Vulnerabilities Details:

[CVE-2025-0070] Improper Authentication in SAP NetWeaver ABAP Server and Critical 9.9
ABAP Platform

[CVE-2025-0066] Information Disclosure in SAP NetWeaver AS ABAP and ABAP Critical 9.9
Platform (Internet Communication Framework)

[CVE-2025-0063] SQL Injection in SAP NetWeaver AS ABAP and ABAP Platform High 8.8
[CVE-2025-0061, CVE-2025-0060] Multiple Vulnerabilities in SAP BusinessObjects | High 8.7
BI Platform

[CVE-2025-0069] DLL Hijacking in SAPSetup High 7.8
[CVE-2025-0058] Information Disclosure in SAP Business Workflow and Flexible Medium | 6.5
Workflow

[CVE-2025-0067] Missing Authorization Check in SAP NetWeaver AS Java Medium | 6.3
[CVE-2025-0055] Information Disclosure in SAP GUI for Windows Medium | 6
[CVE-2025-0056] Information Disclosure in SAP GUI for Java Medium | 6
[CVE-2025-0059] Information Disclosure in SAP NetWeaver AS ABAP (GUI for Medium | 6
HTML)

[CVE-2025-0053] Information Disclosure in SAP NetWeaver ABAP Server Medium | 5.3
[CVE-2025-0057] Cross-Site Scripting in SAP NetWeaver AS JAVA (User Admin Medium | 4.8
Application)

[CVE-2025-0068] Missing Authorization Check in Remote Function Call (RFC) Medium | 4.3
Multiple Buffer Overflow Vulnerabilities in SAP BusinessObjects BI Platform Low 2.2
(Crystal Reports for Enterprise)

https://www.csc.gov.ae/
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RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the mitigation or workaround provided by
SAP.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.sap.com/en/my-support/knowledge-base/security-notes-news/january-

2025.html

https://www.csc.gov.ae/
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