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The UAE Cyber Security Council has observed a critical vulnerability has been identified in the REST 
API of Cisco Meeting Management, which could potentially allow a remote, authenticated attacker 
with low privileges to escalate their privileges to an administrator level on affected systems. 
  
 
 
A critical vulnerability has been identified in the REST API of Cisco Meeting Management, which could 
potentially allow a remote, authenticated attacker with low privileges to escalate their privileges to 
an administrator level on affected systems. 

 
• CVE Identifier: CVE-2025-20156 
• CVSS Base Score: 9.9 (Critical) 
• This vulnerability exists because proper authorization is not enforced upon REST API users. 

An attacker could exploit this vulnerability by sending API requests to a specific endpoint. 
A successful exploit could allow the attacker to gain administrator-level control over edge 
nodes that are managed by Cisco Meeting Management. 

 
Affected Products 

• Cisco Meeting Management (All versions up to 3.9) 
• Cisco Meeting Management versions 3.8 and earlier 

Products Not Affected 
• Cisco Meeting Management version 3.10 and later 

 
Fixed Versions: 

• For versions 3.8 and earlier: Migrate to a fixed release. 
• For version 3.9: Update to version 3.9.1 or later. 

 
 
 

 
The UAE Cyber Security Council recommends to update Cisco Meeting Management versions to Fixed 
Software Versions. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
• https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-

cmm-privesc-uy2Vf8pc 
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