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Critical Vulnerability in One Identity Manager
Tracking #:432316796
Date:28-01-2025

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical security vulnerability has been discovered in
One Identity Manager, a widely used identity and access management solution.

TECHNICAL DETAILS:

Vulnerability Overview
CVE ID: CVE-2024-56404

e (CVSS Score: 9.9 (Critical)

e Type: Insecure Direct Object Reference (IDOR)

e Impact: Privilege escalation and unauthorized access to sensitive systems and data.
Affected Versions

e On-premise installations of One Identity Manager versions 9.0.x to 9.2.1.
Not Affected:

e C(loud-based “On Demand” versions of One Identity Manager

Resolution:
One Identity has created hotfixes for all impacted versions:
e 9.0xLTSCU3
e O1x
e 90.2x
e Upgrade to version 9.3, which is not vulnerable to this issue

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to applying the appropriate hotfix for the affected
versions or upgrade to the latest version.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.oneidentity.com/product-notification/noti-00001678

https://www.csc.gov.ae TLP: WHITE

1



