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ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL




Atrad) o yule

ADVISORY |
CYBER SECURITY COUNCIL

EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Atlassian has released a security bulletin
disclosing 7 high-severity vulnerabilities and 5 critical-severity vulnerabilities across various
products, including Bamboo, Bitbucket, Confluence, Crowd, and Jira.

TECHNICAL DETAILS:

Atlassian has released a security bulletin disclosing 7 high-severity vulnerabilities and 5 critical-
severity vulnerabilities across various products, including Bamboo, Bitbucket, Confluence, Crowd,
and Jira.

Critical Vulnerability Details:

1. Confluence Data Center and Server
e CVE-2024-50379, CVE-2024-56337-9.8 Critical-RCE (Remote Code Execution)
org.apache.tomcat:tomcat-catalina Dependency in Confluence Data Center and Server

2. Crowd Data Center and Server-
e (CVE-2024-52316-9.8 Critical-BASM (Broken Authentication & Session Management)
org.apache.tomcat:tomcat-catalina Dependency in Crowd Data Center and Server
e (CVE-2024-50379,CVE-2024-56337-9.8 Critical-RCE(Remote Code Execution)
org.apache.tomcat:tomcat-catalina Dependency in Crowd Data Center and Server

High Severity Vulnerabilities-
e (CVE-2024-7254 8.7 High
e (CVE-2024-47072 7.5 High
e (CVE-2024-47561 7.3 High
e (CVE-2022-25927 7.5 High

Fixed Versions:

e Bamboo Data Center and Server
o 10.2.1 (LTS) recommended Data Center Only
o 9.6.10 (LTS) Data Center Only
o 9.2.21t09.2.22 (LTS)

e Bitbucket Data Center and Server
o 9.5.1 Data Center Only
o 9.4.3 (LTS) Data Center Only
o 8.19.11 t0 8.19.15 (LTS) recommended Data Center Only
o 8.9.21t08.9.25 (LTS)

e Confluence Data Center and Server
o 9.3.1 Data Center Only
o 9.2.1 (LTS) recommended Data Center Only
o 8.5.19 (LTS)

e Crowd Data Center and Server
o 6.2.2 recommended Data Center Only
o 6.1.4 Data Center Only
o 6.0.7 Data Center Only
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e Jira Data Center and Server
o 10.1.2 Data Center Only
o 9.17.4 t0 9.17.5 Data Center Only
o 9.12.18 (LTS) recommended
o 9.4.28t09.4.30 (LTS)

RECOMMENDATIONS:

The UAE Cyber Security Council recommends to update all affected Atlassian products to the latest
or patched versions.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://confluence.atlassian.com/security/security-bulletin-february-18-2025-
1510670627.html
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