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The UAE Cyber Security Council has observed that The Document Foundation has released security 
updates addressing a high-severity vulnerability in LibreOffice that could allow attackers to execute 
arbitrary scripts on affected systems. 
 
 
 
Vulnerability Details: 

• CVE-2025-1080 
• CVSS Score 7.2 High 
• A security vulnerability exists in LibreOffice. This vulnerability could allow attackers to 

execute arbitrary scripts on affected systems. 
• The vulnerability stems from LibreOffice's support for Office URI Schemes, specifically the 

'vnd.libreoffice.command' scheme added to enable browser integration with platforms like 
Microsoft SharePoint. In affected versions, an attacker could craft a malicious link using this 
scheme with an embedded inner URL that, when clicked by a LibreOffice user, could call 
internal macros with arbitrary arguments. 

• Successful exploitation of this vulnerability could allow an attacker to execute arbitrary 
scripts, potentially leading to: 

o Data theft 
o Malware installation 
o System compromise 

 
Affected Versions: 

• LibreOffice versions prior to 24.8.5 and 25.2.1 
 
Fixed Versions: 

• LibreOffice to version 24.8.5 or 25.2.1 or later 
 
 

 
The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by LibreOffice. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
• https://www.libreoffice.org/about-us/security/advisories/cve-2025-1080 
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