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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed a critical vulnerability, tracked as CVE-2025-2825, has
been discovered in CrushFTP, a widely used secure file transfer platform.

TECHNICAL DETAILS:

A critical vulnerability, tracked as CVE-2025-2825, has been discovered in CrushFTP, a widely used
secure file transfer platform. This flaw allows unauthenticated remote access to the system,
potentially leading to complete compromise. With a CVSS score of 9.8, this vulnerability poses a
severe risk to organizations using affected CrushFTP versions.

Vulnerability Details
e Vulnerability ID: CVE-2025-2825
Severity: Critical (CVSS 9.8)
Attack Vector: Remote (Unauthenticated HTTP Requests)
Impact: Unauthorized access to sensitive data, potential administrative control
Affected Products:
o CrushFTP versions: 10.0.0 - 10.8.3
o CrushFTP versions: 11.0.0 - 11.3.0
e Patch Availability: Fixed in CrushFTP 10.8.4+ and 11.3.1+

RECOMMENDATIONS:

e Organizations using CrushFTP, update to the latest secure version.
e Perform regular vulnerability assessments to identify misconfigurations or outdated
versions.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Update
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