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The UAE Cyber Security Council has observed that Oracle has released its April 2025 Critical Patch 
Update (CPU)to address multiple vulnerabilities in its products. 
  
 
 
Oracle has released its April 2025 Critical Patch Update (CPU), addressing 378 new security 
vulnerabilities across a wide range of Oracle products. These vulnerabilities impact both Oracle’s 
proprietary code and third-party components included in their software. 
 
Executive Summary: 

• Total Patches Released: 378 
• Risk Level: Multiple vulnerabilities rated Critical (CVSS 9.8+) 
• Exploitability: Several issues are remotely exploitable without credentials 
• Historical Exploits Noted: Oracle has confirmed that attackers continue to target 

previously patched vulnerabilities in unpatched environments. 
 

Affected Products and versions: 
• Autonomous Health Framework, versions 23.8.0-23.11.0, 24.1.0-24.11.0, 25.1.0, 25.2.0 
• GoldenGate Stream Analytics, versions 19.1.0.0.0-19.1.0.0.10 
• JD Edwards EnterpriseOne Tools, versions 9.2.0.0-9.2.9.2 
• Management Cloud Engine, version 24.3.0 
• MySQL Client, versions 8.0.0-8.0.41, 8.4.0-8.4.4, 9.0.0-9.2.0 
• MySQL Cluster, versions 7.6.0-7.6.33, 8.0.0-8.0.41, 8.4.0-8.4.4, 9.0.0-9.2.0 
• MySQL Connectors, versions 9.0.0-9.2.0 
• MySQL Enterprise Backup, versions 8.0.0-8.0.41, 8.4.0-8.4.4, 9.0.0-9.2.0 
• MySQL Server, versions 8.0.0-8.0.41, 8.4.0-8.4.4, 9.0.0-9.2.0 
• MySQL Shell, versions 8.0.32-8.0.41, 8.4.0-8.4.4, 9.0.0-9.2.0 
• MySQL Workbench, versions 8.0.0-8.0.41 
• Oracle Access Manager, version 12.2.1.4.0 
• Oracle Agile Engineering Data Management, version 6.2.1 
• Oracle Application Express, versions 23.2.15, 23.2.16, 24.1.9, 24.1.10, 24.2.3, 24.2.4 
• Oracle Application Testing Suite, version 13.3.0.1 
• Oracle Banking APIs, versions 21.1.0.0.0, 22.1.0.0.0, 22.2.0.0.0 
• Oracle Banking Corporate Lending Process Management, versions 14.5.0.0.0-14.7.0.0.0 
• Oracle Banking Digital Experience, versions 21.1.0.0.0, 22.1.0.0.0, 22.2.0.0.0 
• Oracle Banking Liquidity Management, version 14.7.0.7.0 
• Oracle Banking Origination, versions 14.5.0.0.0-14.7.0.0.0 
• Oracle BI Publisher, versions 7.6.0.0.0, 12.2.1.4.0 
• Oracle Business Activity Monitoring, version 14.1.2.0.0 
• Oracle Business Intelligence Enterprise Edition, versions 7.6.0.0.0, 12.2.1.4.0 
• Oracle Business Process Management Suite, versions 12.2.1.4.0, 14.1.2.0.0 
• Oracle Coherence, versions 12.2.1.4.0, 14.1.1.0.0, 14.1.2.0.0 
• Oracle Commerce Guided Search, versions 11.3.2, 11.4.0 
• Oracle Commerce Merchandising, versions 11.3.0, 11.3.1, 11.3.2 
• Oracle Commerce Platform, versions 11.3.0, 11.3.1, 11.3.2, 11.4.0 
• Oracle Communications Billing and Revenue Management, versions 12.0.0.4.0-12.0.0.8.0, 
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15.0.0.0.0-15.0.1.0.0 
• Oracle Communications Cloud Native Core Binding Support Function, versions 24.2.0-

24.2.2 
• Oracle Communications Cloud Native Core Certificate Management, version 24.2.2 
• Oracle Communications Cloud Native Core Console, version 24.2.2 
• Oracle Communications Cloud Native Core DBTier, versions 24.2.3, 24.2.4, 24.3.0 
• Oracle Communications Cloud Native Core Network Data Analytics Function, version 24.2.0 
• Oracle Communications Cloud Native Core Network Function Cloud Native Environment, 

versions 24.2.5, 25.1.100 
• Oracle Communications Cloud Native Core Network Repository Function, version 24.2.3 
• Oracle Communications Cloud Native Core Policy, versions 24.2.0-24.2.4 
• Oracle Communications Cloud Native Core Security Edge Protection Proxy, versions 24.2.2, 

24.2.3, 24.3.0 
• Oracle Communications Cloud Native Core Service Communication Proxy, versions 24.2.0, 

24.2.3, 24.3.0, 25.1.100 
• Oracle Communications Cloud Native Core Unified Data Repository, versions 22.4.0, 23.1.0-

23.4.0, 24.2.3, 25.1.100 
• Oracle Communications Diameter Signaling Router, version 9.0.0.0 
• Oracle Communications EAGLE Element Management System, version 46.6 
• Oracle Communications Element Manager, versions 9.0.0-9.0.3 
• Oracle Communications Messaging Server, version 8.1.0.26.0 
• Oracle Communications MetaSolv Solution, version 6.3.1 
• Oracle Communications Network Analytics Data Director, versions 24.1.0-24.3.0 
• Oracle Communications Network Charging and Control, versions 12.0.6.0.0, 15.0.0.0.0, 

15.0.1.0.0 
• Oracle Communications Network Integrity, versions 7.3.6, 7.4.0, 7.5.0 
• Oracle Communications Operations Monitor, version 5.2 
• Oracle Communications Order and Service Management, versions 7.4.0, 7.4.1, 7.5.0 
• Oracle Communications Policy Management, version 15.0.0.0.0 
• Oracle Communications Pricing Design Center, versions 12.0.0.4.0-12.0.0.8.0, 15.0.0.0.0, 

15.0.1.0.0 
• Oracle Communications Service Catalog and Design, versions 8.0.0.4.0, 8.1.0.2.0 
• Oracle Communications Session Border Controller, versions 9.2.0, 9.3.0, 10.0.0 
• Oracle Communications Session Report Manager, versions 9.0.0-9.0.3 
• Oracle Communications Unified Assurance, versions 6.0-6.1 
• Oracle Communications Unified Inventory Management, versions 7.4.0-7.4.2, 7.5.0-7.5.1, 

7.6.0, 7.7.0 
• Oracle Communications User Data Repository, versions 14.0.0, 15.0.0, 15.0.1, 15.0.2 
• Oracle Data Integrator, version 12.2.1.4.0 
• Oracle Database Server, versions 19.3-19.26, 21.3-21.17, 23.4-23.7 
• Oracle Demantra Demand Management, versions 12.2.6-12.2.14 
• Oracle Documaker, versions 12.7.1.6, 12.7.2.3, 13.0.0.1 
• Oracle E-Business Suite, versions 12.2.3-12.2.14, [ECC] 12-13 
• Oracle Enterprise Communications Broker, versions 4.1.0, 4.2.0 
• Oracle Enterprise Manager Base Platform, versions 13.5.0.0.0, 24.1.0.0.0 
• Oracle Essbase, version 21.7.1.0.0 
• Oracle Financial Services Analytical Applications Infrastructure, versions 8.0.7.8, 8.0.8.6, 

8.1.1.4, 8.1.2.5 
• Oracle Financial Services Behavior Detection Platform, versions 8.0.8.1, 8.1.2.8, 8.1.2.9 
• Oracle Financial Services Compliance Studio, version 8.1.2.9 
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• Oracle Financial Services Model Management and Governance, version 8.1.2.7.0 
• Oracle Financial Services Revenue Management and Billing, versions 2.9.0.0.0-7.0.0.0.0 
• Oracle Financial Services Trade-Based Anti Money Laundering Enterprise Edition, version 

8.0.8 
• Oracle Fusion Middleware MapViewer, version 12.2.1.4.0 
• Oracle GoldenGate, versions 19.1.0.0.0-19.26.0.0.250219, 21.3-21.17, 23.4-23.7 
• Oracle GoldenGate Veridata, versions 12.2.1.4.0-12.2.1.4.241210 
• Oracle GraalVM Enterprise Edition, versions 20.3.17, 21.3.13 
• Oracle GraalVM for JDK, versions 17.0.14, 21.0.6, 24 
• Oracle Graph Server and Client, versions 23.4.3, 23.4.4, 24.3.0, 24.4.0 
• Oracle Hospitality Cruise Shipboard Property Management System, version 23.2.1 
• Oracle Hospitality Reporting and Analytics, versions 9.1.34-9.1.36 
• Oracle Hospitality Simphony, versions 19.1-19.7 
• Oracle HTTP Server, versions 12.2.1.4.0, 14.1.2.0.0 
• Oracle Hyperion Financial Reporting, version 11.2.19.0.0 
• Oracle Hyperion Infrastructure Technology, version 11.2.19.0.0 
• Oracle Java SE, versions 8u441, 8u441-perf, 11.0.26, 17.0.14, 21.0.6, 24 
• Oracle JDeveloper, version 12.2.1.4.0 
• Oracle Managed File Transfer, versions 12.2.1.4.0, 14.1.2.0.0 
• Oracle NoSQL Database, versions 1.5.0, 1.6.0, 1.6.1 
• Oracle Outside In Technology, version 8.5.7 
• Oracle Policy Automation, versions 12.2.0-12.2.36 
• Oracle Policy Modeling, versions 12.2.0-12.2.36 
• Oracle REST Data Services, versions 23.1, 23.2, 23.3, 23.4 
• Oracle Retail Order Broker, version 19.1 
• Oracle Retail Store Inventory Management, version 16.0.3.16 
• Oracle Retail Xstore Point of Service, versions 19.0.6, 20.0.5, 21.0.4, 22.0.2, 23.0.2, 24.0.1 
• Oracle SD-WAN Aware, version 9.0.1.11 
• Oracle SD-WAN Edge, version 9.1.1.9 
• Oracle Secure Backup, versions 12.1.0.1, 12.1.0.2, 12.1.0.3, 18.1.0.0, 18.1.0.1, 18.1.0.2, 

19.1.0.0 
• Oracle Service Bus, version 12.2.1.4.0 
• Oracle Smart View for Office, version 24.200 
• Oracle SOA Suite, versions 12.2.1.4.0, 14.1.2.0.0 
• Oracle Solaris, version 11 
• Oracle SQL Developer, version 24.3.1.347.1826 
• Oracle TimesTen In-Memory Database, versions 22.1.1.1.0-22.1.1.30.0 
• Oracle Utilities Application Framework, versions 4.3.0.3.0-4.3.0.6.0, 4.4.0.0.0, 4.4.0.2.0, 

4.4.0.3.0, 4.5.0.0.0, 4.5.0.1.1, 4.5.0.1.3, 24.1.0.0.0-24.3.0.0.0 
• Oracle VM VirtualBox, version 7.1.6 
• Oracle WebCenter Forms Recognition, version 14.1.1.0.0 
• Oracle WebCenter Portal, version 12.2.1.4.0 
• Oracle WebLogic Server, versions 12.2.1.4.0, 14.1.1.0.0 
• OSS Support Tools, versions 2.11.0-2.12.46, 8.0-8.18, 18.1-18.4, 19.1-19.4, 20.1-20.4, 22.2, 

23.1-23.4, 24.1-24.4, 25.1 
• PeopleSoft Enterprise CC Common Application Objects, version 9.2 
• PeopleSoft Enterprise HCM Talent Acquisition Manager, version 9.2 
• PeopleSoft Enterprise PeopleTools, versions 8.60, 8.61, 8.62 
• Primavera Gateway, versions 20.12.0-20.12.17, 21.12.0-21.12.15 
• Primavera P6 Enterprise Project Portfolio Management, versions 22.12.0-22.12.18, 
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23.12.0-23.12.13, 24.12.0-24.12.2 
• Primavera Unifier, versions 20.12.0-20.12.16, 21.12.0-21.12.17, 22.12.0-22.12.15, 23.12.0-

23.12.13, 24.12.0-24.12.3 
• Siebel Applications, versions 17.0-25.2 

 
 

Note:  
Refer to the Oracle Critical Patch Update Advisory - April 2025 for CVEs and more information. 
 

 
 

The UAE Cyber Security Council recommends to review the advisory and apply patches without 
delay. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 
• https://www.oracle.com/security-alerts/cpuapr2025.html 
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