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The UAE Cyber Security Council has observed A critical vulnerability in Commvault Command Center 
that could potentially be exploited to execute malicious code, potentially resulting in a complete 
compromise of the Command Center environment. 
  
 
 
Vulnerability Details: 

• CVE-2025-34028 
• CVSS Base Score: 10.0 CRITICAL 
• A critical security vulnerability exists in Commvault Command Center. This flaw allows 

unauthenticated remote attackers to execute arbitrary code, potentially resulting in full 
system compromise. 

• Only the Command Center module is affected; other Commvault components are not 
impacted. 

• Impact: 
o Remote Code Execution: Attackers can execute arbitrary code on affected 

systems without authentication. 
o Full System Compromise: Successful exploitation may allow attackers to gain 

complete control of the Command Center environment, steal or manipulate data, 
and disrupt backup and recovery operations. 

o Scope: Only Command Center installations running versions 11.38.0 through 
11.38.19 are impacted. 

 
Affected Products and Versions: 
 

Product Platforms Affected Versions Fixed Versions 

Commvault Linux, Windows 11.38.0 – 11.38.19 11.38.20, 11.38.25 

 
 
 

 
The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest 
versions released by Commvault. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://nvd.nist.gov/vuln/detail/CVE-2025-34028 
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