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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that VMware has released security updates to address
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Vulnerability Details:
VMware Aria Automation - DOM-Based Cross-Site Scripting (XSS) Vulnerability (CVE-2025-
22249)
o CVSS Base Score: 8.2 High
e A DOM-based Cross-Site Scripting (XSS) vulnerability in VMware Aria Automation could
allow an attacker to steal access tokens from logged-in users by tricking them into clicking
a maliciously crafted URL.
o Affected Products:
o VMware Aria Automation
o VMware Cloud Foundation
o VMware Telco Cloud Platform
o Fixed Versions:
o VMware Aria Automation 8.18.1 Patch 2.
o For VMware Cloud Foundation, refer to KB394224.
o VMware Telco Cloud Platform 8.18.1 patch 2

VMware Tools - Insecure File Handling Vulnerability (CVE-2025-22247)
o CVSS Base Score: 6.1 Medium
e VMware Tools contains an insecure file handling vulnerability that could allow a malicious
actor with non-administrative privileges on a guest VM to tamper with local files.
o Affected Products:
o VMware Tools (Versions 12.x.x, 11.x.X)
o Fixed Versions:
o VMware Tools 12.5.2 or later.

RECOMMENDATIONS:

The UAE Cyber Security Council recommends updating the affected versions to the fixed or latest
versions released by VMware.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/25683

e https://support.broadcom.com/web/ecx/support-content-notification/-
/external/content/SecurityAdvisories/0/25711
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