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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Microsoft has released security updates to patch
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Microsoft’s May 2025 security updates address over 70 vulnerabilities, including five actively
exploited zero-days and two publicly disclosed zero-days. Several critical vulnerabilities affecting
Azure services and Microsoft Power Apps were also patched.

Actively Exploited Zero-Day Vulnerabilities

e CVE-2025-30400: Microsoft DWM Core Library - Use-after-free flaw enabling local
privilege escalation to SYSTEM.

e CVE-2025-32701: Windows Common Log File System Driver - Use-after-free flaw
allowing local privilege escalation to SYSTEM.

e CVE-2025-32706: Windows Common Log File System Driver - Improper input validation
enabling local privilege escalation to SYSTEM.

e CVE-2025-32709: Windows Ancillary Function Driver for WinSock - Use-after-free flaw
allowing local privilege escalation to SYSTEM.

e CVE-2025-30397: Microsoft Scripting Engine - Type confusion vulnerability enabling
remote code execution via malicious links in Edge or Internet Explorer.

Publicly Disclosed Zero-Day Vulnerabilities
e CVE-2025-26685: Microsoft Defender for Identity - Improper authentication allowing
unauthenticated LAN-based account spoofing.
e CVE-2025-32702: Visual Studio - Command injection vulnerability enabling
unauthenticated local code execution.

Critical Vulnerabilities in Azure and Power Apps
e Azure DevOps (CVE-2025-29813) - CVSS 10.0
e Azure Automation (CVE-2025-29827) - CVSS 9.9
e Azure Storage Resource Provider (CVE-2025-29972) - CVSS 9.9
e Azure (CVE-2025-30387) - CVSS 9.8
e Microsoft Power Apps (CVE-2025-47733) - CVSS 9.1

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Microsoft.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://msrc.microsoft.com/update-guide/releaseNote/2025-May

https://www.csc.gov.ae/
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