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The UAE Cyber Security Council has observed that Google has released security updates to address 
multiple vulnerabilities in the Chrome browser. 
 
 

 
Google has released urgent security updates for the Chrome browser to address multiple high-
severity vulnerabilities. Notably, CVE-2025-4664 is being actively exploited in the wild. Immediate 
action is required to protect against potential attacks. 
 
Vulnerabilities Details: 
1. CVE-2025-4664 – Insufficient Policy Enforcement in Loader (High) 

• Insufficient policy enforcement in Chrome’s Loader component may allow attackers to 
bypass security restrictions, potentially leading to data leakage or account compromise. 

2. CVE-2025-4609 – Incorrect Handle Provided in Mojo (High) 
• Incorrect handle management in the Mojo IPC layer could allow privilege escalation or 

other malicious activity. 
 
Fixed Versions: 

• Stable Channel Update for Desktop: 
o Chrome 136.0.7103.113/.114 for Windows, Mac 
o Chrome 136.0.7103.113 for Linux 

• Chrome 136 (136.0.7103.125) for Android 
 
 
 
The UAE Cyber Security Council recommends to update Google Chrome to the latest version. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
• https://chromereleases.googleblog.com/2025/05/stable-channel-update-for-

desktop_14.html 
• https://chromereleases.googleblog.com/ 
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