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The UAE Cyber Security Council has observed a critical vulnerability has been identified in the 
Crawlomatic Multipage Scraper Post Generator WordPress plugin. 
 
 
 
A critical vulnerability (CVE-2025-4389) has been identified in the Crawlomatic Multipage Scraper 
Post Generator WordPress plugin, affecting versions up to and including 2.6.8.1. This vulnerability 
allows unauthenticated attackers to upload arbitrary files, including executable code, to the web 
server—potentially resulting in remote code execution (RCE), site takeover, or lateral movement 
within the hosting environment. The vulnerability is rated CVSS 9.8 (Critical) and requires immediate 
attention from site administrators using affected plugin versions. 
 
Vulnerability Details: 
• CVE ID: CVE-2025-4389 
• Vulnerability Type: Unrestricted Upload of File with Dangerous Type 
• CVSS Score: 9.8 (Critical) 
• CVSS Vector: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 
• Plugin Name: Crawlomatic Multipage Scraper Post Generator 
• Plugin Slug: crawlomatic-multipage-scraper-post-generator 
• Affected Versions: ≤ 2.6.8.1 
• Patched Version: 2.6.8.2 
• Exploitability: Remote, unauthenticated attackers can exploit this vulnerability without user 

interaction. 
 

 
 

 
• Update the affected Crawlomatic plugin to fixed version or later. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 

 
 
• https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/crawlomatic-

multipage-scraper-post-generator/crawlomatic-multipage-scraper-post-generator-2681-
unauthenticated-arbitrary-file-upload 
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