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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Cisco has disclosed multiple vulnerabilities affecting
its Identity Services Engine (ISE) and Unified Intelligence Center platforms.

TECHNICAL DETAILS:

Cisco has disclosed multiple vulnerabilities affecting its Identity Services Engine (ISE) and Unified
Intelligence Center platforms. If exploited, these vulnerabilities could allow unauthenticated denial-
of-service (DoS) attacks or authenticated remote privilege escalation. These vulnerabilities are
significant due to their remote exploitability, lack of workarounds, and the fact that RADIUS services
are enabled by default in ISE. Exploitation could lead to service disruption, unauthorized access, or
data compromise in enterprise environments.

Vulnerability Details:
e (CVE-2025-20152 - Cisco ISE RADIUS DoS Vulnerability (CVSS 8.6)
e (CVE-2025-20113 - CUIC Privilege Escalation to Admin (CVSS 7.1)
e (CVE-2025-20114 - CUIC Horizontal Privilege Escalation (CVSS 4.3)

Affected & Fixed Versions:

Cisco ISE 3.4 3.4P1

Cisco ISE <3.3 Not vulnerable
CUIC 12.5 12.5(1)SU ES04
CUIC 12.6 12.6(2)ES04
Unified CCX 12.5(1)SU3 and earlier Migrate to fixed
CUIC / CCX 15 Not vulnerable

RECOMMENDATIONS:

e Patch Immediately: Upgrade Cisco ISE, Cisco Unified Intelligence Center (CUIC) and Unified
CCX to the latest fixed version.
e Monitor ISE systems for unexpected reboots or disruptions.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-ise-restart-ss-uf986G2Q

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-cuis-priv-esc-3Pk965U4
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