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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed multiple critical vulnerabilities have been identified in
Hewlett Packard Enterprise (HPE) OneView, a widely deployed infrastructure management solution.

TECHNICAL DETAILS:

Multiple critical vulnerabilities have been identified in Hewlett Packard Enterprise (HPE) OneView,
a widely deployed infrastructure management solution. These flaws impact all versions prior to
v10.00 and include both local and remote attack vectors, enabling attackers to execute arbitrary code,
perform Denial of Service (DoS) attacks, exfiltrate sensitive data, and potentially pivot within the
network via Server-Side Request Forgery (SSRF). With CVSS scores as high as 9.8, immediate
mitigation is required to avoid severe compromise of enterprise environments.

VULNERABILITY SUMMARY:
CVE-2024-38475 9.1
CVE-2024-38476 9.8
CVE-2024-38477 7.5
CVE-2024-2961 7.3

Affected Products & Versions:
e HPE OneView-All versions prior to v10.00

Fixed Version:
e HPE OneView v10.00 or later

RECOMMENDATIONS:

e Upgrade HPE OneView to fixed version or later.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.hpe.com/hpesc/public/docDisplay?docld=hpesbgn04853en_us&docLoc
ale=en_US

https://www.csc.gov.ae
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