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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed QNAP Systems, Inc. has released security updates
addressing multiple high-severity vulnerabilities in Qsync Central and File Station 5.

TECHNICAL DETAILS:

QNAP Systems, Inc. has released security updates addressing multiple high-severity vulnerabilities
in Qsync Central and File Station 5. These flaws, if exploited, could allow remote attackers with access
to a user account to:

e Execute unauthorized SQL commands

e Compromise databases or system memory

e Bypass SSL certificate validation

e Intercept or manipulate secure communications
Vulnerability Details:

Qsync Central Vulnerabilities
e (CVE-2025-29892-High 8.7-SQL Injection vulnerability exploitable with user-level access,
potentially leading to code execution or DB compromise.
e (CVE-2025-22482 Low 2.3-Allows memory read or modification; requires a user account to
exploit.

File Station 5 Vulnerabilities
e (CVE-2025-22486-7.1 High-May allow impersonation of trusted services.

e (VE-2025-29883-8.3High-May enable interception or modification of secure
communications.

e (CVE-2025-29884-8.3 High-Enables attackers to bypass authentication.
e (CVE-2025-29885-8.3 High-Can be used to impersonate secure endpoints or steal session data.

Fixed Versions:
e (Qsync Central: Update to version 4.5.0.6 or later
e File Station 5: Update to version 5.5.6.4791 or later

RECOMMENDATIONS:

e Update Qsync Central & File Station 5 to fixed version at the earliest.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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e https://www.gnap.com/en/security-advisory/qsa-25-09
e https://www.gnap.com/en/security-advisory/qsa-25-10
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