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The UAE Cyber Security Council has observed that TeamViewer has released security update to 
address a high-severity vulnerability in its Remote Management (RM) components, impacting both 
the Full Client and Host versions on Windows systems. 
 
 
 
TeamViewer has disclosed a high-severity vulnerability in its Remote Management (RM) 
components, impacting both the Full Client and Host versions on Windows systems. Tracked as CVE-
2025-36537, this vulnerability stems from incorrect permission assignments that allow a local, 
unprivileged attacker to delete arbitrary files using SYSTEM privileges. The flaw is exploitable 
through the misuse of the MSI rollback mechanism and could lead to privilege escalation or system 
compromise. 
 
The vulnerability affects only systems with Remote Management features enabled (i.e., Backup, 
Monitoring, and Patch Management) and has been patched in version 15.67 and related versions. 
TeamViewer reports no evidence of active exploitation in the wild but strongly urges users to apply 
security updates immediately. 
 
Vulnerability Details: 

• CVE-ID: CVE-2025-36537 
• Severity: High 
• CVSS v3.1 Score: 7.0 (High) 
• CWE: CWE-732 – Incorrect Permission Assignment for Critical Resource 
• Exploit Prerequisites: Local access, RM features enabled 
• Exploitation Impact: Arbitrary file deletion as SYSTEM → Privilege Escalation 
• Affected Features: Remote Management (Backup, Monitoring, Patch Management) 
• Not Affected: Systems without Remote Management features 
• Fix Availability: Version 15.67 and above 
• Exploit Status: No known exploitation in the wild 

 
 
 
The UAE Cyber Security Council recommends applying the security updates recently released by 
TeamViewer. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 
 

• https://www.teamviewer.com/en-us/resources/trust-center/security-bulletins/tv-
2025-1002/? 
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