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The UAE Cyber Security Council has observed that HP has released security updates to address 
multiple vulnerabilities in its Poly Clariti Manager. 
 

 
 
Vulnerability Details: 
 

CVE ID CVSS Severity 
CVE-2025-43020 5.7 Medium 
CVE-2025-43021 5.9 Medium 
CVE-2025-43022 7.3 High 
CVE-2025-43483 5.9 Medium 
CVE-2025-43485 5.7 Medium 
CVE-2025-43484 6 Medium 
CVE-2025-43486 5.7 Medium 
CVE-2025-43487 6.9 Medium 
CVE-2025-43488 2 Low 
CVE-2025-43489 2 Low 

 
Potential Security Impact: 

• Successful exploitation of these vulnerabilities could allow attackers to execute remote 
code, escalate privileges, and disclose sensitive information on affected systems. 
 

Affected Products:  
• Poly Clariti Manager 10.12.1 or lower 

 
Fixed Versions:  

• Poly Clariti Manager 10.12.2 or later 
 

 
 

The UAE Cyber Security Council recommends applying the latest updates released by HP. 
 

Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://support.hp.com/us-en/document/ish_12781425-12781447-16/hbsbpy04037 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

REFERENCES: 

EXECUTIVE SUMMARY: 

https://nvd.nist.gov/vuln/detail/CVE-2025-43020
https://nvd.nist.gov/vuln/detail/CVE-2025-43021
https://nvd.nist.gov/vuln/detail/CVE-2025-43022
https://nvd.nist.gov/vuln/detail/CVE-2025-43483
https://nvd.nist.gov/vuln/detail/CVE-2025-43485
https://nvd.nist.gov/vuln/detail/CVE-2025-43484
https://nvd.nist.gov/vuln/detail/CVE-2025-43486
https://nvd.nist.gov/vuln/detail/CVE-2025-43487
https://nvd.nist.gov/vuln/detail/CVE-2025-43488
https://nvd.nist.gov/vuln/detail/CVE-2025-43489

