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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that NVIDIA has released a security update for its GPU
Display Driver to address multiple vulnerabilities. These vulnerabilities could allow attackers to
execute code, access data, or cause a denial of service.

TECHNICAL DETAILS:

NVIDIA has addressed multiple vulnerabilities in its GPU Display Driver. These vulnerabilities could
allow attackers to execute arbitrary code with elevated permissions, tamper with data, disclose
sensitive information, or cause a denial of service (DoS), potentially compromising the integrity and
availability of affected systems.
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Affected /Fixed Versions: Refer Security Bulletin: NVIDIA GPU Display Driver - July 2025

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the latest updates by referring to the bulletin
released by NVIDIA.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.
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