P eed| (et ul s

CYBER SECURITY COUNCIL

At (¥ pulme

CYBER SECURITY COUNCIL

Y] e, WML
AN
o e
United Arab Emirates

High-Severity Vulnerabilities in Sophos Intercept X
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THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL
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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed multiple high-severity vulnerabilities in Sophos
Intercept X that could be exploited to gain unauthorized access to affected systems.

TECHNICAL DETAILS:

Sophos has addressed three distinct local privilege escalation vulnerabilities affecting various
components of Sophos Intercept X for Windows, including the updater, installer, and Device
Encryption module. These vulnerabilities could allow a local attacker to gain SYSTEM-level privileges
under certain conditions.

High-Severity Vulnerabilities:
e (CVE-2024-13972: A vulnerability in the updater's registry permissions may allow a local
user to elevate privileges during a product upgrade.
e (CVE-2025-7433: A flaw in the Device Encryption component enables local privilege
escalation via arbitrary code execution.
e (CVE-2025-7472: Alocal user can gain SYSTEM-level privileges by exploiting the Intercept X
for Windows installer when executed as SYSTEM.

Affected products:
e« CVE-2024-13972:
o Sophos Intercept X for Windows prior to Core Agent version 2024.3.2
e CVE-2025-7433:
o Sophos Intercept X for Windows Central Device Encryption prior to version 2025.1
e CVE-2025-7472
o Sophos Intercept X for Windows Installer prior to version 1.22

Remediation:

e« CVE-2024-13972:
Sophos Intercept X for Windows Core Agent 2024.3.2
Sophos Intercept X for Windows FTS 2024.3.2.23.2
Sophos Intercept X for Windows LTS 2025.0.1.1.2
Sophos Intercept X for Windows Server FTS 2024.3.2.23.2
Sophos Intercept X for Windows Server LTS 2025.0.1.1.2

O O O O O

e« CVE-2025-7433:
o Device Encryption 2025.1 on July 1, 2025
o Sophos Intercept X for Windows FTS 2024.3.2.23.2
o Sophos Intercept X for Windows LTS 2025.0.1.1.2

e CVE-2025-7472
o Sophos Intercept X for Windows Installer 1.22

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the updates released by Sophos.

https://www.csc.gov.ae/
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https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/2a2d1f5a-4d79-544d-8ad8-0451ce45f762.html
https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/0021cb5f-9f0b-5a8c-9753-b997ed65b98f.html
https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/82075287-423e-58b3-a9a0-79e072b44186.html
https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/a1ad6e37-7702-5e59-92cf-cd5f17dbff48.html
https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/2a2d1f5a-4d79-544d-8ad8-0451ce45f762.html
https://docs.sophos.com/releasenotes/output/en-us/esg/static/windows/0021cb5f-9f0b-5a8c-9753-b997ed65b98f.html
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Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.sophos.com/en-us/security-advisories/sophos-sa-20250717-cix-Ipe
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