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The UAE Cyber Security Council has observed a critical authentication bypass vulnerability in Packet 
Power’s EMX and EG products, which allows attackers to gain full access to affected devices without 
credentials. 
 

 
 

The Packet Power Monitoring and Control Web Interface fails to enforce authentication mechanisms 
by default. This allows any attacker with network access to view and manipulate operational data, 
alter device configurations, and potentially disrupt or control connected systems, all without needing 
valid credentials. 
 
The vulnerability is especially concerning in environments where these devices are used for data 
center power monitoring and industrial control, making them critical to infrastructure safety. 
 
Vulnerability Details:  

• Vulnerability ID: CVE-2025-8284 
• Severity: Critical 
• CVSS v3 Score: 9.8 
• Component Affected: Packet Power Monitoring and Control Web Interface 
• Vulnerability Type: Missing Authentication / Unauthorized Access 

 
Affected Versions: 

• EMX: Versions prior to 4.1.0 
• EG: Versions prior to 4.1.0 

 
Fixed Version: 

• EMX & EG: Version 4.1.0 
 

 
 

The UAE Cyber Security Council recommends applying the fixed updates released by the vendor. 
 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 

 
 

• https://www.cisa.gov/news-events/ics-advisories/icsa-25-219-05 
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