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ADVISORY

CYBER SECURITY COUNCIL
EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Adobe has released security updates to address
multiple vulnerabilities in its products.

TECHNICAL DETAILS:

Adobe has released its August 2025 security updates addressing multiple vulnerabilities across a
wide range of products, including 3D design, content creation, publishing, and other solutions. A total
of 13 advisories were published, covering critical and important issues that, if exploited, could allow
arbitrary code execution, privilege escalation, denial of service, information disclosure, or security
feature bypass.

Affected Products and Vulnerabilities

e Substance 3D Suite (Viewer, Modeler, Painter, Sampler, Stager):
Patched critical arbitrary code execution vulnerabilities and important memory leak
issues.

e Adobe Commerce & Magento Open Source:
Critical vulnerabilities fixed (privilege escalation, DoS, arbitrary file system read), plus
security feature bypass flaws.

e Adobe Animate:
Critical arbitrary code execution vulnerability and memory leak addressed.

e Adobe Illustrator:
Critical code execution flaws and a DoS issue resolved.

e Adobe Photoshop:
Fixed critical arbitrary code execution vulnerability.

e Adobe Dimension:
Addressed memory leak issue.

e Adobe FrameMaker:
Critical arbitrary code execution vulnerabilities patched.

e Adobe InCopy & InDesign:
Critical vulnerabilities resolved, primarily affecting arbitrary code execution.

Note:
Refer to Adobe Security Bulletins for CVE details, fixed versions, and additional information

RECOMMENDATIONS:

The UAE Cyber Security Council recommends applying the security updates recently released by
Adobe.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://helpx.adobe.com/security/security-bulletin.html

https://www.csc.gov.ae
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