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The UAE Cyber Security Council has observed a critical vulnerability in IBM’s Jazz Team Server that 
could allow unauthenticated remote attackers to manipulate server configuration files. This flaw 
poses a severe risk to enterprise environments using IBM Engineering Lifecycle Management (ELM) 
tools. 
 

 
 

Vulnerability Details: 
• CVE-2025-36157 
• CVSS Score: 9.8 (Critical) 
• IBM Jazz Team Server, a core component of the IBM ELM suite, contains a flaw that allows 

unauthenticated remote attackers to update server configuration files. This can lead to 
unauthorized actions and potentially cause a Denial of Service (DoS) condition. 

• Affected Products: 
o IBM Engineering Lifecycle Management – Jazz Foundation 
o IBM Engineering Workflow Management 
o IBM Engineering Test Management 
o IBM Engineering Requirements Management DOORS Next 
o IBM Engineering Lifecycle Optimization – Engineering Insights 
o IBM Engineering Systems Design Rhapsody – Model Manager 
o IBM Jazz Reporting Service 
o Global Configuration Management 

• Affected Versions: 
o 7.0.2 to 7.0.2 iFix035 
o 7.0.3 to 7.0.3 iFix018 
o 7.1.0 to 7.1.0 iFix004 

• Fixed Versions: 
o 7.0.2 → Apply 7.0.2 iFix035-sec or later 
o 7.0.3 → Apply 7.0.3 iFix018-sec or later 
o 7.1.0 → Apply 7.1.0 iFix004-sec or later 
o For versions 7.0, 7.0.1 or earlier → Upgrade to 7.0.2 or later before applying fixes 

 
 

 
The UAE Cyber Security Council recommends updating the affected versions to the fixed version 
released by IBM. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 

 
 
 
• https://www.ibm.com/support/pages/node/7242925 
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