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The UAE Cyber Security Council has observed that Drupal has marked multiple contributed modules 
as unsupported due to known security issues that remain unpatched by their maintainers. These 
unsupported projects pose a critical security risk to sites using them, and immediate action is 
required to mitigate this risk. 
 
 
 
Affected Projects and Details: 
1. Synchronize composer.json With Contrib Modules 

• CVE ID: CVE-2025-9552 
• Severity: Critical 
• Affected Versions: All (*) 
• Status: Unsupported 
• Description: 

The project has known security vulnerabilities and is no longer supported.  
 

2. API Key Manager 
• CVE ID: CVE-2025-9553 
• Severity: Critical 
• Affected Versions: All (*) 
• Status: Unsupported 
• Description: 

This module contains unresolved security issues and is now unsupported. 
  

3. Owl Carousel 2 
• CVE ID: CVE-2025-9554 
• Severity: Critical 
• Affected Versions: All (*) 
• Status: Unsupported 
• Description: 

This project has a known security issue and is no longer supported. 
 
Impact: 
Unsupported modules are not maintained or patched for security vulnerabilities. Using them can 
expose sites to critical security threats, including: 

• Remote Code Execution (RCE) 
• Privilege Escalation 
• Sensitive Data Exposure 
• Cross-Site Scripting (XSS) 
• Compromise of API keys and configuration integrity 

 
 

 
• Immediately uninstall all listed unsupported modules from the Drupal environment. 
• Avoid using unsupported contributed projects in production. 
• Regularly monitor the Drupal Security Advisories page for updates. 

 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

EXECUTIVE SUMMARY: 
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Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration. 
 
 

 
 
• https://www.drupal.org/sa-contrib-2025-102 
• https://www.drupal.org/sa-contrib-2025-103 
• https://www.drupal.org/sa-contrib-2025-104 
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