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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed that Zoom has released security updates to address a
high-severity vulnerability (CVE-2025-49459) in Zoom Workplace for Windows on ARM.

TECHNICAL DETAILS:

A high-severity vulnerability (CVE-2025-49459) has been identified in Zoom Workplace for Windows
on ARM versions prior to 6.5.0. The flaw exists due to missing authorization checks in the installer,
which could allow an authenticated local user to escalate privileges on the affected system.
Exploitation requires local access and authenticated user privileges, making this vulnerability
particularly relevant in shared or multi-user environments.

Vulnerability Details
e CVEID: CVE-2025-49459
e CVSS Score: 7.3 (High)
e CVSS Vector: CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H
e Vulnerability Type: Missing Authorization
o Affected Product: Zoom Workplace for Windows on ARM (versions before 6.5.0)
o Fixed Version: Zoom Workplace for Windows on ARM version 6.5.0 or later

RECOMMENDATIONS:

Apply Security Updates Immediately: Upgrade Zoom Workplace for Windows on ARM to fixed
version or later.

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://www.zoom.com/en/trust/security-bulletin/zsb-25032/

https://www.csc.gov.ae
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