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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed SonicWall has released firmware introducing enhanced
file checking designed to detect and remove known rootkit malware that may be present on SMA
appliances.

TECHNICAL DETAILS:

SonicWall has released firmware SMA 100 v10.2.2.2-92sv introducing enhanced file checking
designed to detect and remove known rootkit malware that may be present on SMA appliances. This
proactive measure is critical in response to recent findings by the Google Threat Intelligence Group
(GTIG), which highlighted increased exploitation risks on devices running outdated firmware.

Organizations running SMA 100 Series products (SMA 210, SMA 410, SMA 500v) are urged to
upgrade immediately. Failure to patch leaves systems vulnerable to rootkit persistence, unauthorized
access, and potential lateral movement inside enterprise networks.

Affected Products & Versions
o Impacted Products: SMA 100 Series (SMA 210, 410, 500v)
o Impacted Versions: 10.2.1.15-81sv and earlier
¢ Not Affected: SMA 1000 Series and SSL-VPN on SonicWall firewalls

Fixed Products & Versions
o Fixed Release: SMA 100 v10.2.2.2-92sv (and later)

RECOMMENDATIONS:

Immediate Upgrade: Update all SMA 100 Series appliances to fixed firmware or higher version..

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERNCES:

e https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2025-0015

https://www.csc.gov.ae
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