
 TLP: WHITE 
 

 

 

 
  

Remotely Exploitable Vulnerability in Oracle E-Business Suite 

Tracking #:432317806 
Date:13-10-2025 

THE INFORMATION CONTAINED WITHIN IS THE PROPERTY OF THE CYBER SECURITY COUNCIL OF THE UNITED 
ARAB EMIRATES GOVERNMENT AND IS TO BE USED EXCLUSIVELY FOR INTELLGIENCE PURPOSES. IT MAY NOT BE 
USED IN ANY LEGAL OR PUBLIC MATTER WITHOUT THE EXPLICIT APPROVAL OF THE CYBER SECURITY COUNCIL  
 



 TLP: WHITE 
 

1 

 
 
ADVISORY 

 

https://www.csc.gov.ae
/ 

 

 
The UAE Cyber Security Council has observed Oracle has published Security Alert for Oracle E-
Business Suite. The flaw exists in the Oracle Configurator – Runtime UI component and is remotely 
exploitable without authentication over HTTP/HTTPS. 
 

 
Oracle has published Security Alert CVE-2025-61884 for Oracle E-Business Suite. The flaw exists in 
the Oracle Configurator – Runtime UI component and is remotely exploitable without authentication 
over HTTP/HTTPS. Successful exploitation can expose sensitive configuration data (confidentiality 
impact). 
 
Vulnerability Details: 

• Vulnerability: CVE-2025-61884 – Oracle E-Business Suite Remote Unauthorized Access 
• Component: Oracle Configurator (Runtime UI) 
• Protocol Affected: HTTP/HTTPS 
• Remote Exploit Without Authentication? Yes 
• CVSS v3.1 Base Score: 7.5 (High) 
• Attack Vector: Network 
• Affected Versions: Oracle E-Business Suite 12.2.3 to 12.2.14 

 
 

 
 

• Apply the security patch for CVE-2025-61884 as soon as possible to all affected Oracle E-
Business Suite systems running versions 12.2.3 through 12.2.14. 

 
Kindly circulate this information to your subsidiaries and partners as well as share with us any 
relevant information and findings.  
 
The UAE Cyber Security Council extends its appreciation for the continued collaboration.  
 

 
 

• https://www.oracle.com/security-alerts/alert-cve-2025-61884.html 

TECHNICAL DETAILS: 

RECOMMENDATIONS: 

REFERENCES: 

EXECUTIVE SUMMARY: 


