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EXECUTIVE SUMMARY:

The UAE Cyber Security Council has observed Citrix has released security updates to address two
high-severity vulnerabilities affecting XenServer.

TECHNICAL DETAILS:

Citrix has released security updates to address two high-severity vulnerabilities identified as CVE-
2025-58147 and CVE-2025-58148 affecting XenServer 8.4. These flaws could allow threat actors to
execute code with elevated privileges, escape virtual machine isolation, or cause service disruption
on vulnerable hosts.

Updates have been deployed to both the Early Access and Normal update channels, and customers
are strongly urged to apply the latest patches immediately. Exploitation of these vulnerabilities could
compromise the integrity of virtualized environments, potentially leading to system compromise or
data exposure.

Organizations using affected versions should prioritize immediate patching and network hardening
to mitigate exploitation risks.

RECOMMENDATIONS:

Apply Citrix Updates:
e Update to the latest XenServer 8.4 build available in chosen update channel (Early Access
or Normal)

Kindly circulate this information to your subsidiaries and partners as well as share with us any
relevant information and findings.

The UAE Cyber Security Council extends its appreciation for the continued collaboration.

REFERENCES:

e https://support.citrix.com/external /article/CTX695405 /xenserver-security-update-for-
cve2025581.html

https://www.csc.gov.ae/
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